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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE 1. INTRODUCTION

1. Introduction

1.1 Purpose

Al is becoming part of the software your institution uses and the work your staff do. This guide walks through
nine decisions that come with it, from approving a writing assistant to explaining a credit decision. Each
section describes a situation, the risk to consider, and practical steps your team can take.

1.2 Audience

Chief executives, board members, and risk, compliance, lending, operations, and technology leaders at
community banks and credit unions.

1.3 How to use this guide

Start with a tool you're using or considering. Work through the relevant sections with the colleagues
responsible for it, using its approval record and latest review. Note any gaps and agree who will follow up.
Each scenario includes recommended controls and an example of how they work in practice. Appendix A
provides the source links.

1.4 Scope and limitations

This document is general information, not legal advice. Applicability of any rule depends on the institution's
charter, regulators, footprint, and activities; confirm obligations with counsel and the institution's regulators.
Sources are current as of September 2026. Supervisory guidance is not binding on its own, but examiners
use it to assess programs.

1.5 Contents

When staff bring their own Al tools

Al in the software you already use

Getting an Al pilot approved

Checking a vendor's test results

Explaining an Al-assisted credit decision
Helping customers when the chatbot falls short

Keeping track of Al after launch

O

Updating your security plan for Al

—
e

Talking to customers about Al

>

Appendix A: References

About Upstate Al
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 2

PART 1: INTRODUCING Al

2. When staff bring their own Al tools

2.1 SITUATION

Before using it at work, they need to know whether your institution allows it and
what information they can share. 7

A colleague finds an Al writing assistant that could help draft customer emails. T}‘
_,—\

-

2.2 RISK

Without clear guidance, staff may put customer information into an unapproved tool or give up on a useful
idea. They also need to know who can review the request. This is sometimes referred to as Shadow Al.

2.3 RECOMMENDED CONTROLS

1. Explain which tools staff may use and what information may go into them.
2. Assign an owner to each Al system and agree with the board on the risks your institution will accept.

3. Keep approvals and reviews in one place within the existing risk program.

2.4 WHAT GOOD LOOKS LIKE

Staff can find the approved tools, the rules for using them, and the person to ask for help. Each system
has an owner. The board has agreed on acceptable risks and receives regular updates. These records sit
within your existing risk program.

2.5 KEY SOURCES

o CSBS Al Supervisory Framework V1.0
e NIST Al Risk Management Framework (Al 100-1) and Generative Al Profile (Al 600-1)

¢ NYDFS, Cybersecurity Risks Arising from Artificial Intelligence (October 16, 2024): guidance for DFS-regulated
entities. | NYDFs

o NCUA, Artificial Intelligence resource page: reference material for credit unions, not a standalone rule. | NCUA

The 2026 interagency model-risk guidance excludes generative Al and agentic Al models. It is not the basis for this
section's recommendations on staff use of general-purpose Al tools. Review that use through the institution's applicable
information-security, privacy and third-party-risk requirements and internal policies.

Source links are in Appendix A.

Upstate Al - Reference document, September 2026 Page 3 of 14



Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 3

PART 1: INTRODUCING Al

3. Al in the software you already use

3.1 SITUATION

- An update to your fraud platform or customer-management software adds Al.
Your team didn't buy it separately, so it may be missing from the Al inventory.
13 Tools staff adopt on their own can be missed in the same way.

3.2 RISK

A feature can begin handling sensitive data or influencing decisions before anyone reviews it. An incomplete
inventory makes those uses harder to spot and assign to an owner.

3.3 RECOMMENDED CONTROLS

1. Ask vendors which Al features are available, which are enabled, and what data they can access.
2. Record vendor features and staff-added tools in the inventory alongside systems the institution built.

3. Prioritize review of uses that affect credit, sensitive customer data, or fair treatment.

3.4 WHAT GOOD LOOKS LIKE

Your inventory includes tools built in-house, Al in vendor software, and tools staff have adopted. Each
entry records the use and its risk level. Uses involving consumer credit, nonpublic customer information,
or possible discrimination are flagged for closer review.

3.5 KEY SOURCES

e CSBS Al Supervisory Framework V1.0 (Core Examiner Guide, Risk Tiering Worksheet)

o Model-risk reference, where applicable: SR 26-2 and OCC Bulletin 2026-13 cover traditional and non-generative
Al models. The guidance is expected to be most relevant to banking organizations with more than $30 billion in total
assets and generally does not apply to models at institutions with $30 billion or less unless they have significant
model risk. Generative Al and agentic Al models are expressly outside its scope. | Fed + 0CC

o NIST Al 100-1

e NYDFS Industry Letter: Cybersecurity Risks Arising from Al | NYDFS

Pending proposal, not final guidance: Proposed Third-Party Risk Management Guidance (OCC, Federal Reserve, FDIC
and NCUA), published September 15, 2026. Comments close November 16, 2026. Existing applicable guidance remains
in effect unless and until replaced. This proposal is included for awareness, not as a current requirement or the basis for
the controls recommended here.

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 4

PART 1: INTRODUCING Al

4. Getting an Al pilot approved

4.1 SITUATION -~ e
A team is ready to launch an Al pilot, but compliance is only just hearing about ] o=~
it. Questions about privacy or fair lending send the team back to work. An early °

review would have helped them plan for those requirements.

4.2 RISK

Late review can delay a useful project or leave important risks unresolved at launch. Without agreed approval
criteria, the team may not know what evidence it needs to proceed.

4.3 RECOMMENDED CONTROLS

1. Give staff a contact for proposed Al uses and identify who needs to review each one.
2. Match the legal, fairness, and privacy review to the proposed use.

3. Agree on launch criteria before testing begins. Include fair lending specialists for credit uses and
advertising review for customer-facing claims.

4.4 WHAT GOOD LOOKS LIKE

Before testing, the team knows who will review the results and what must be true for launch. The
approval record addresses the relevant legal, consumer protection, fairness, and privacy questions.
Material changes prompt another review.

4.5 KEY SOURCES

e CSBS Al Supervisory Framework V1.0 (Core Examiner Guide)
e CFPB, Chatbots in Consumer Finance

e FTC v. Rite Aid Corporation; FTC Operation Al Comply

e Treasury, Artificial Intelligence in Financial Services

o NIST Al 100-1 and Al 600-1

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 5

PART 2: EVERYDAY USE

5. Checking a vendor's test results

5.1 SITUATION

A vendor shares test results for a model. Those results help, but the tests may use different data or
customers from yours. Your team needs evidence that the model suits the work you plan to give it.

5.2 RISK

A model that performs well in the vendor's tests may be less reliable in your setting. Relying on those results
alone can leave your team unaware of limitations that matter to customers or staff.

5.3 RECOMMENDED CONTROLS

1. Validate models before use, with testing proportionate to risk.
2. Review vendor evidence, test cases relevant to the intended use, and record limitations.

3. Include support, model changes, and ongoing review in vendor management.

5.4 WHAT GOOD LOOKS LIKE

The review combines vendor evidence with tests relevant to your institution, with depth matched to risk.
If the vendor withholds details, your team records the gaps, tests outcomes, and considers stronger
monitoring and contract protections. The approval explains whether the remaining risk is acceptable.

5.5 KEY SOURCES

Start with sources that fit your charter and the use being reviewed. For OCC-supervised community banks, OCC
Bulletin 2025-26 clarifies model-risk expectations, including that annual model validation is not required. For federally
insured credit unions, NCUA Letters 07-CU-13 and 01-CU-20 address third-party due diligence and oversight.

Scope of the 2026 model-risk guidance: SR 26-2, OCC Bulletin 2026-13 and FDIC FIL-15-2026 are expected to be
most relevant to banking organizations with more than $30 billion in total assets. The guidance generally does not apply
to models at institutions with $30 billion or less unless they have significant model risk. It excludes generative Al and
agentic Al models. Smaller banks should use risk-management practices suited to their size, complexity and risk profile;
this guidance is not a blanket validation requirement for every Al tool.

o Interagency Guidance on Third-Party Relationships: Risk Management (2023) | OCC / Federal Reserve / FDIC

e NCUA Al resource page | NCUA

Pending proposal, not final guidance: Proposed Third-Party Risk Management Guidance (OCC, Federal Reserve, FDIC
and NCUA), published September 15, 2026. Comments close November 16, 2026. Existing applicable guidance remains
in effect unless and until replaced. This proposal is included for awareness, not as a current requirement or the basis for
the controls recommended here.

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 6

PART 2: EVERYDAY USE

6. Explaining an Al-assisted credit decision

6.1 SITUATION

A borrower receives a decline notice that doesn't explain what drove the decision. Your lending team needs
to trace the decision and provide the required reasons, including when an Al model contributed to it.

6.2 RISK

Using Al doesn't change fair lending or notice obligations. A vague or inaccurate reason can leave the
borrower without the explanation they are entitled to. Inputs that stand in for protected characteristics also
need careful review.

6.3 RECOMMENDED CONTROLS

1. Test for unfair outcomes and for inputs that may stand in for protected characteristics.
2. Confirm that the reasons in the notice reflect the actual decision.

3. Meet applicable Equal Credit Opportunity Act (ECOA) and Fair Credit Reporting Act (FCRA) notice
requirements and retain supporting records.

6.4 WHAT GOOD LOOKS LIKE

Your lending team can trace an Al-assisted decision to its supporting records. Testing examines unfair
outcomes and potential proxies for protected characteristics. Adverse action notices give the specific
principal reasons, applicable ECOA and FCRA notices go out on time, and records are retained.

6.5 KEY SOURCES

¢ Regulation B, 12 CFR 1002.9 (notifications) | Al

¢ Regulation B, 12 CFR 1002.12 (record retention) | All

o Regulation B Official Interpretations (Supplement I) | Al
e CSBS Al Supervisory Framework V1.0

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 7

PART 2: EVERYDAY USE

7. Helping customers when the chatbot falls short

7.1 SITUATION

Your chatbot gives a customer the wrong information about a fee. The
customer then has to find someone who can resolve it, often repeating the
conversation. Staff need that history to take over.

7.2 RISK

Customers may rely on incorrect information from your chatbot. If reaching staff
is difficult, an error can take longer to resolve and become a complaint.

7.3 RECOMMENDED CONTROLS

1. Check answers against approved rates, fees, and terms, and define where human review is required.
2. Require human approval before Al takes a consequential action.

3. Provide a clear path to staff, with the conversation history passed to them.

7.4 WHAT GOOD LOOKS LIKE

Customers can reach staff and challenge an Al-influenced decision. Staff receive the conversation
history and check Al-generated information before relying on it. Written permissions define what an Al
agent may do, with human approval required before consequential actions.

7.5 KEY SOURCES

o CFPB, Chatbots in Consumer Finance

e« CSBS Al Supervisory Framework V1.0

e FTC Act Section 5 (unfair or deceptive practices) | Jurisdiction-specific

o State and international requirements need a separate applicability review, including territorial scope and exemptions.

Source links are in Appendix A.

Upstate Al - Reference document, September 2026 Page 8 of 14



Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 8

PART 2: EVERYDAY USE

8. Keeping track of Al after launch

8.1 SITUATION

A tool that passed testing begins making more mistakes. Staff correct them as they go, but nobody records
the pattern. A change in the data or a vendor update may need attention beyond those individual fixes.

8.2 RISK

Performance can deteriorate while staff work around the errors. If no one knows when to pause the tool or
how to keep the work moving without it, problems can continue longer than they should.

8.3 RECOMMENDED CONTROLS

1. Track performance and give staff a way to report errors and near misses.
2. Set review triggers and name someone with authority to pause the tool.

3. Test the fallback process before you need to pause or retire the system.

8.4 WHAT GOOD LOOKS LIKE

The owner reviews performance measures suited to the tool and a log of errors, near misses, incidents,
and feedback. Written thresholds show when to investigate or pause it. Staff have practiced the fallback
process, and there is a plan for retiring the tool when needed.

8.5 KEY SOURCES

Start with sources that fit your charter and the use being reviewed. For OCC-supervised community banks, OCC
Bulletin 2025-26 clarifies model-risk expectations, including that annual model validation is not required. For federally
insured credit unions, NCUA Letters 07-CU-13 and 01-CU-20 address third-party due diligence and oversight.

Scope of the 2026 model-risk guidance: SR 26-2, OCC Bulletin 2026-13 and FDIC FIL-15-2026 are expected to be
most relevant to banking organizations with more than $30 billion in total assets. The guidance generally does not apply
to models at institutions with $30 billion or less unless they have significant model risk. It excludes generative Al and
agentic Al models. Smaller banks should use risk-management practices suited to their size, complexity and risk profile;
this guidance is not a blanket validation requirement for every Al tool.

e (CSBS Al Supervisory Framework V1.0

e FTC v. Rite Aid Corporation

e NIST Al 100-1 and Al 600-1
Pending proposal, not final guidance: Proposed Third-Party Risk Management Guidance (OCC, Federal Reserve, FDIC
and NCUA), published September 15, 2026. Comments close November 16, 2026. Existing applicable guidance remains
in effect unless and until replaced. This proposal is included for awareness, not as a current requirement or the basis for
the controls recommended here.

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 9

PART 3: SECURITY AND COMMUNICATIONS

9. Updating your security plan for Al

see = 9.1 SITUATION
® A caller can use an Al-generated voice to impersonate an executive. Inside your
institution, an Al assistant can make files with overly broad permissions easier
:J to find. These are different risks, but both belong in your existing security
o
planning.
9.2 RISK

A familiar voice can make a fraudulent request seem credible. Broad file permissions can expose sensitive
information to staff who don't need it. If an incident occurs, the team also needs to know which reporting
rules apply and what starts each clock.

9.3 RECOMMENDED CONTROLS

1. Verify unusual requests through a known contact, even when the voice sounds familiar.
2. Review file permissions before enabling an Al assistant, and use phishing-resistant sign-in protection.
3. Record each regulator's reporting requirements, including what starts the clock.

9.4 WHAT GOOD LOOKS LIKE

Your security assessment covers Al-enabled impersonation and data exposure. Staff practice verifying
requests, file access is reviewed before Al assistants are enabled, and sign-in protection resists
phishing. Technical controls address exploitable vulnerabilities and unsafe inputs. The incident plan
records each applicable notice deadline and its trigger.

9.5 KEY SOURCES

e NYDFS Industry Letter: Cybersecurity Risks Arising from Al | NYDFS

o NYDFS 23 NYCRR Part 500 | NYDFs

o Computer-Security Incident Notification rule (12 CFR 53, 225 subpart N, 304 subpart C) | 0CC, Fed, FDIC

o Treasury, Managing Al-Specific Cybersecurity Risks in the Financial Services Sector

o NCUA cyber incident notification: 12 CFR 748.1(c).

e Bank service provider notification: 12 CFR 53.4, 225.303 and 304.24.
Credit unions: Under 12 CFR 748.1(c), a federally insured credit union must notify NCUA as soon as possible and no
later than 72 hours after it reasonably believes it has experienced a reportable cyber incident, or after receiving a
qualifying third-party notification, whichever is sooner. Do not wait for a formal determination if the reasonable-belief or
third-party-notice trigger has already been met.
Bank service providers: A separate rule requires a covered bank service provider to notify each affected banking
organization as soon as possible after determining that it has experienced a computer-security incident that has
materially disrupted or degraded, or is reasonably likely to materially disrupt or degrade, covered services for four or
more hours. The four-hour threshold describes the service disruption; it is not a four-hour notification allowance. See 12
CFR 53.4, 225.303 and 304.24.
State and customer notices: Assess applicable state requirements in addition to federal regulator-notification duties.
Customer-notification obligations require a separate assessment under the applicable rules.

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE SECTION 10

PART 3: SECURITY AND COMMUNICATIONS

10. Talking to customers about Al

10.1 SITUATION '
A draft announcement describes Al-assisted decisions as faster or fairer. Your i 5
team needs evidence for those claims before publication, whether a person or

an Al tool wrote them.

10.2 RISK

Customers reasonably expect the service to match its description. Unsupported claims or unchecked Al-
written messages can mislead them about what the tool does and what they can rely on.

10.3 RECOMMENDED CONTROLS

1. Keep evidence for each external claim about what the Al does.
2. Review Al-drafted customer messages for accuracy before staff send them.

3. Explain limitations that affect what customers can expect.

10.4 WHAT GOOD LOOKS LIKE

Reviewers can point to evidence behind each public claim about Al. Staff check Al-drafted customer
messages for accuracy before sending them. Advertising claims follow your existing compliance review,
and the wording explains limitations that matter to customers.

10.5 KEY SOURCES

e FTC Operation Al Comply
e FTC Act Section 5 (unfair or deceptive practices) | Jurisdiction-specific

Source links are in Appendix A.
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE APPENDIX A

A. Appendix A: References

Governance documents, laws, and regulations cited in this document. Tags show who the source applies to: OCC (national
banks and federal savings associations), Fed (state member banks), FDIC (state non-member banks), NYDFS (New York
chartered institutions), NCUA (credit unions), All (every charter). Untagged sources are voluntary or apply through state
supervisors.

Federal banking agencies

SR 26-2, Revised Guidance on Model Risk Management (cover letter)
https://www.federalreserve.gov/supervisionreg/srletters/SR2602.htm

SR 26-2 attachment, Revised Guidance on Model Risk Management
https://www.federalreserve.gov/supervisionreg/srletters/SR2602a1 .pdf

OCC Bulletin 2026-13, Model Risk Management: Revised Guidance
https://www.occ.gov/news-issuances/bulletins/2026/bulletin-2026-13.html

OCC Bulletin 2025-26, Model Risk Management: Clarification for Community Banks
https://www.occ.gov/news-issuances/bulletins/2025/bulletin-2025-26.html

FDIC FIL-15-2026, Agencies Revise Interagency Model Risk Management Guidance
https://www.fdic.gov/news/financial-institution-letters/2026/agencies-revise-interagency-model-risk-management-quidance

Interagency Guidance on Third-Party Relationships: Risk Management (2023). |OCC / Federal Reserve / FDIC | Final supervisory
guidance for banking organizations supervised by these agencies. NCUA did not issue this guidance.
https://www.federalregister.gov/documents/2023/06/09/2023-12340/interagency-quidance-on-third-party-relationships-risk-management
Computer-Security Incident Notification rule, OCC (12 CFR part 53)

https://www.ecfr.gov/current/title-12/part-53

Computer-Security Incident Notification rule, Fed (12 CFR part 225, subpart N)
https://www.ecfr.gov/current/title-12/part-225/subpart-N

Computer-Security Incident Notification rule, FDIC (12 CFR part 304, subpart C)
https://www.ecfr.gov/current/title-12/part-304/subpart-C

FFIEC IT Examination Handbook, AlO booklet: Artificial Intelligence and Machine Learning
https://ithandbook.ffiec.gov/it-booklets/architecture-infrastructure-and-operations/vii-evolving-technologies/viid-artificial-intelligence-and-machi
ne-learning

NCUA, Artificial Intelligence (Al) resource page
https://ncua.gov/regulation-supervision/regulatory-compliance-resources/artificial-intelligence-ai

Letter 07-CU-13, Evaluating Third Party Relationships. | NCUA / Federally insured credit unions | Guidance on evaluating and
overseeing third-party relationships.

Letter 01-CU-20, Due Diligence Over Third Party Service Providers. [NCUA / Federally insured credit unions | Guidance on third-party
due diligence.

Incident notification rules, eCFR Title 12: NCUA cyber incident notification, 748.1(c); bank service provider notification, 53.4,
225.303, 304.24. NCUA / OCC / Federal Reserve / FDIC |

Consumer protection laws and regulations

Regulation B (ECOA), 12 CFR 1002.9, Notifications
https://www.ecfr.gov/current/title-12/chapter-X/part-1002/section-1002.9

Regulation B (ECOA), 12 CFR 1002.12, Record retention
https://www.ecfr.gov/current/title-12/chapter-X/part-1002/section-1002.12

Regulation B, Official Interpretations (Supplement | to Part 1002)
https://www.ecfr.gov/current/title-12/chapter-X/part-1002/appendix-Supplement%201%20to %20Part%201002

CFPB, Chatbots in Consumer Finance (2023). | Research context / Consumer financial services | A research report describing
consumer risks associated with chatbots. The report is not itself a rule or a standalone legal requirement.
https://www.consumerfinance.gov/data-research/research-reports/chatbots-in-consumer-finance/chatbots-in-consumer-finance/

FTC Act Section 5. [Statutory context / Jurisdiction-specific ] Banks, savings and loan institutions, and federal credit unions are
generally outside the FTC's Section 5 jurisdiction. Assess the institution's applicable UDAP and UDAAP obligations and the
authority of its prudential regulator, the CFPB and relevant state authorities instead. Applicability and enforcement authority
depend on the institution and activity.

https://www.law.cornell.edu/uscode/text/15/45

Operation Al Comply (2024); FTC v. Rite Aid (2024 order). | Enforcement context / FTC jurisdiction | Examples of FTC enforcement
involving Al-related claims or practices. Case-specific orders bind the parties covered by those orders; they are not blanket Al
requirements for banks or credit unions.
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-crackdown-deceptive-ai-claims-schemes
https://www.ftc.gov/legal-library/browse/cases-proceedings/2023190-rite-aid-corporation-ftc-v
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Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE APPENDIX A (CONTINUED)

A. References (continued)

New York

NYDFS 23 NYCRR Part 500, Cybersecurity Requirements | NYDFS
https://govt.westlaw.com/nycrr/Document/I60c644590d5f11e79781d30ba488e782

NYDFS Industry Letter: Cybersecurity Risks Arising from Al and Strategies to Combat Related Risks (2024) | NYDFS
https://www.dfs.ny.gov/industry-guidance/industry-letters/il20241016-cyber-risks-ai-and-strategies-combat-related-risks

NYDFS Industry Letter: Heightened Cybersecurity Risks Associated with Frontier Al Models (2026) | NYDFS
https://www.dfs.ny.gov/industry-guidance/industry-letters/20260521-heightened-cybersecurity-risks-assoc-with-frontier-ai-models

State supervisors

CSBS Al Supervisory Framework V1.0, Core Examiner Guide
https://www.csbs.org/sites/default/files/other-files/Al % 20Supervisory % 20Framework%20-%20Core % 20Examiner % 20Guide %20V1.0.pdf
CSBS Al Supervisory Framework V1.0, Examiner Work Program
https://www.csbs.org/sites/default/files/other-files/Al%20Supervisory % 20Framework %20-%20Examiner%20Work % 20Program %20V1.0.docx
CSBS Al Supervisory Framework V1.0, Risk Tiering Worksheet
https://www.csbs.org/sites/default/files/other-files/Al%20Supervisory %20Framework %20-%20Risk %20Tiering %20Worksheet%20V1.0.docx

Frameworks and reports (voluntary)

NIST Al 100-1, Al Risk Management Framework 1.0
https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf

NIST Al 600-1, Generative Al Profile

https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.600-1.pdf

NIST Al 100-2 E2025, Adversarial Machine Learning

https://csrc.nist.gov/pubs/ai/100/2/e2025/final

Treasury, Artificial Intelligence in Financial Services (2024)
https://home.treasury.gov/system/files/136/Artificial-Intelligence-in-Financial-Services.pdf

Treasury, Managing Al-Specific Cybersecurity Risks in the Financial Services Sector
https://home.treasury.gov/system/files/136/Managing-Artificial-Intelligence-Specific-Cybersecurity-Risks-In-The-Financial-Services-Sector.pdf
Cyber Risk Institute, FS Al RMF Risk and Control Matrix v1.0
https://cyberriskinstitute.org/wp-content/uploads/2026/02/CRI-FS-Al-RMF-Risk-and-Control-Matrix_Full_v.1.0-2.xIsx

Pending developments

Pending proposal, not final guidance: Proposed Third-Party Risk Management Guidance (OCC, Federal Reserve, FDIC and
NCUA), published September 15, 2026. Comments close November 16, 2026. Existing applicable guidance remains in effect
unless and until replaced. This proposal is included for awareness, not as a current requirement or the basis for the controls
recommended here. Source: Federal Register, document 2026-18859.
https://www.federalregister.gov/documents/2026/09/15/2026-18859/proposed-third-party-risk-management-quidance

<~
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https://govt.westlaw.com/nycrr/Document/I60c644590d5f11e79781d30ba488e782
https://www.dfs.ny.gov/industry-guidance/industry-letters/il20241016-cyber-risks-ai-and-strategies-combat-related-risks
https://www.dfs.ny.gov/industry-guidance/industry-letters/20260521-heightened-cybersecurity-risks-assoc-with-frontier-ai-models
https://www.csbs.org/sites/default/files/other-files/AI%20Supervisory%20Framework%20-%20Core%20Examiner%20Guide%20V1.0.pdf
https://www.csbs.org/sites/default/files/other-files/AI%20Supervisory%20Framework%20-%20Examiner%20Work%20Program%20V1.0.docx
https://www.csbs.org/sites/default/files/other-files/AI%20Supervisory%20Framework%20-%20Risk%20Tiering%20Worksheet%20V1.0.docx
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf
https://csrc.nist.gov/pubs/ai/100/2/e2025/final
https://home.treasury.gov/system/files/136/Artificial-Intelligence-in-Financial-Services.pdf
https://home.treasury.gov/system/files/136/Managing-Artificial-Intelligence-Specific-Cybersecurity-Risks-In-The-Financial-Services-Sector.pdf
https://cyberriskinstitute.org/wp-content/uploads/2026/02/CRI-FS-AI-RMF-Risk-and-Control-Matrix_Full_v.1.0-2.xlsx
https://www.federalregister.gov/documents/2026/09/15/2026-18859/proposed-third-party-risk-management-guidance

Al IN COMMUNITY BANKS AND CREDIT UNIONS: SCENARIO REFERENCE ABOUT UPSTATE Al

About Upstate Al

Ben Nichols

audit.

Founder & Principal Consultant, Upstate Al

Ben Nichols is the Founder and Principal Consultant of Upstate Al. He works with
executives on strategic leadership analysis, with leaders on implementation and
governance playbooks, and with contributors on Al implementation, training, and

He is also a professor at Syracuse University, where he teaches continuing
education and graduate courses in Al and Machine Learning. Previously, he co-
founded Directlink, a conversational Al company serving community financial
institutions, and served as its COO. He brought the product to market, designed
the Al architecture, and led implementations across dozens of financial institutions.

Ways to work together

Interactive Al workshop

A full day with your leadership team to examine vendor
claims, assess possible uses, and develop a scored list
of opportunities.

Al audit

A review of your operations, governance, and vendors,
with recommended priorities, estimated costs and
benefits, and a plan your team can use independently.

Part-time Al leadership

Ongoing help evaluating vendors, preparing board
reports, setting up governance, and overseeing
implementation.

What this guide doesn't cover

¢ BSA/AML and SAR decisions made with Al.

State law outside New York.

Contact ben@up-state-ai.com

Al Execution

We manage your Al build from specification to launch,
with a technical plan, vendor evaluation, and checks
that the delivered system meets your requirements.

e Commercial and small-business credit under Regulation B.

Data rights and use terms in vendor contracts beyond model access.

A legal opinion for your institution. Confirm with counsel.

Book a session Book a free 30-minute Al scoping_session

calendar.app.google/oNGjY8ioWCqiTkfe7

Online version up-state-ai.com/ai-banking-guide
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